Financial Education

How to spot phishing

Criminals use fake emails and fake websites.
They set them up to con people into giving
away passwords and bank details. The
technical word for this is ‘phishing’.

They are good at making their emails and
websites look realistic. But you can often spot
the fake ones:

Disguised or modified links

OO Hovering over the link shows the actual URL

you are being directed to e.g. “HbBC.com”

Bad grammar and typos
Poorly written sentences, bad grammar, and

misspelled words indicate a phishing scam.

O Personal information
Be wary of messages that ask for your
/ﬁ personal information.

Urgency and account threat
Warning a sudden change to an account,

asking to act immediately to verify.

Logos or signatures
X Don't assume an email is legitimate
L because it includes official looking graphics.
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Financial Education

Email Challenge 1. Spot the signs of fraud

Fraudsters send emails to people as part of scams to encourage them to give
access to their bank accounts and money. It's hard to tell the difference but there
are some clues — can you spot them?

<

From:
To:

Important message
Today at 08:36

® <

The Bank

Dear customer,

We have detected a slight error in your account information, we
notice an attempt to use your Visa debit card for online shopping
from two different devices (a PC, a Laptop, Tablet or Mobile)

As part of our commitment to help keep your account secure we
have detected an irregular activity on your account and we are
placing a hid on your account for your protection. please follow the
reference below to unlock your account.

https://www.thebank.com/default.aspz.referident=545C8A49

We are here to assist you anytime. Your account security is our
priority. Thank you for choosing The Bank.
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Financial Education

Email Challenge 2: Spot the signs of fraud

Sometimes emails can sound very official to make you think that they are
legitimate. But the signs are still there — can you spot them?

Voice ID

Thark you for mgstenng your voice id over the phone. Your Vioacs 1D has been successtully registaned into our
banking system

As part of these procedures we will be mplementing ouwr two siep authenticabon feature iz Wil prevent
unathorised acoess o your aocount

# you did ot make these charges kindly visit the wurl below o secure your account

Get Started

Pioase note: Failure to comply with this request can lsad 1o temporary suspension of access
to our oniing banking service

Best regards,

Thee Rark Cusfcrmes Bapoos Taam
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Financial Education

SMS Challenge 1: Spotting a fraudulent text

What about text messages, can you spot the signs that this is a fraudulent SMS?

o

‘ The Bank

Text message
Today at 16:07

Thebank has roticed your
debit card was recently Lsed on
T-07- 2017 15:88:03, at APPLE
OMLIME STORE lor 174200
GEP. B not you plaass urpenthy
& fraud prevention on
05352440551 or ind
24 R EIEA0EAY, Do nat rephy
by SM5
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Financial Education

SMS Challenge 2: Spotting a fraudulent text

Some text message scams can appear to be from organisations that you trust. Why
could this text message be fraudulent?

‘ John Lewis

-

Text message
Tue 19 Dec, 08:58

Hello, your John Lewis order
122519400 is ready to collect,
comprising 1 parcel(s). Please
bring this text message with your
payment card or phota ID.
Today, 13:35

Your John Lewis card has been
block for suspicion of fraud,
please follow the link below to
reactivate ohnlewis alth38.com
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Financial Education

SMS Challenge 3: Spotting a fraudulent text

1. .

o

‘ The Bank

Text message
Today at 19:12

Chris Coward, To prevent your
telephone and banking being
disabled please contact us as
soon as possible on 0800 689
3213. Thank you, HSBC

Legitimate Fraud

o

‘ The Bank

Text message
Today at 16:07

Please immediately call Fraud
on 03452669337 (intl
+441470697107) Ref: 5803PD
to discuss a payment for
£5255 on 22/07. Open
8am-6pm. Do NOT reply by
SMS.

Leg Itl mate Fra Ud slewnBe] 'z pnelq ‘|:s1amsuy
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Financial Education

SMS Challenge 3: Spotting a fraudulent text
3 o

HSBC

Text message
Today at 16:16

Hsbc has noticed your debit
card was recently used on
02-08-2017 16:05:43, at
APPLE ONLINE STORE for
1749.00 GBP. If not you please
urgently call fraud prevention
on 03036665443 or Intl
+4430360665443 . Donot
reply by SMS.

Legitimate Fraud

A o

HSBC

Text message
07 Feb 2017, 16:27

We've sent you a new Debit
Card. Please sign the back
and activate the card. Need
help activating? Text ‘Info’ to
Ga047

23 Aug 2017, 14:01

HESBC has noticed your debit
card was recently used

on 23-08-2017 13:54:08,

at APPLE ONLINE STORE
for 1749,00 GBP If not you
please urgently call fraud
prevention on 03333441513
Do not reply by SMS

www habe couk/

Legitimate Fraud

pneid 'y pneld ‘gisiamsuy
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Financial Education

SMS Challenge 3: Spotting a fraudulent text
5. o

‘ HSBC

Text message
Today at 16:17

Mr Mahabir, your
current account(s)
ending 5552 has not
been used in 6 mths.
Please make a
transaction to keep it
active. More info?
Search 'Inactive' on our
website.

Legitimate Fraud

6. (O

‘ VB VISA

Text message
Today at 10:26

HSBC would like to
verify a recent
transaction made today
using your debit card to
IKEA Oniine Store for
1.578.00 GBP.If you
racognise the
transaction, please
ignore this message. If
you do NOT recognise
the transaction, please
contact the Fraud
Prevention team
immediately on
03302234294 for
further assistance.
blipsl/
www.habe co uk/

Leg Itl mate FraUd pnei4'g  elewnibe ‘Gisiamsuy
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Financial Education

Quick Round: Final Check

X3349

A friend at school asked you to tell them your pin number.
Do you give it to them?

Yes
No

You see a social media message offering to pay you for keeping some money safe
for somebody in your account. Do you accept?

Yes
No

You receive a social media friend request from somebody you didn’t recognise.
Do you accept?

Yes
No

You receive a social media request (What's App, Facebook, Instagram, Snapchat)
from a friend asking for money. Would you send it?

Yes
No

Someone tries to distract you when you are using an ATM machine. Do you turn
around and be distracted?

Yes
No

You have lost your bank card. What do you do next?

Nothing

Report it to the bank as soon as possible
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